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Abstract  

According to reports, global revenues from counterfeit drugs will amount to nearly $75 billion by 

the year 2010. Anti-counterfeiting of drugs has taken the center stage in United States, and various 

efforts are being undertaken by Food and Drug Administration (FDA) and notably, the state of 

California to ensure that the supply chain of the pharmaceutical industry is not intercepted with 

fake drugs. To counter the ubiquitous problem of counterfeiting, measures have been discussed by 

stakeholders in the pharmaceutical industry and the United States Government. Efforts are 

underway at national, regional and state levels for timely implementation of anti-counterfeiting 

strategies.  

One of the measures recommended by regulatory agencies like FDA and California Board of 

Pharmacy (Ca BOP), includes documentation of the hand-off of drug, from one supply-chain 

stakeholder to another. Ca BOP, mandates maintaining of e-pedigree containing information 

resulting in change of ownership of each drug through the supply chain of that particular drug. 

Implementation of this requirement requires creation and adoption of technologies by drug 

manufacturers, distributors, wholesalers and pharmacies to better document, track & trace, and 

authenticate the drugs being sold to the consumers.  

In the recent years, various technologies like RFID have been used in managing the supply chain of 

various industry verticals. This thesis makes an attempt to take a systems approach to understand 

the needs of the supply chain and the technologies available to meet the requirements of various 

industries. It is important to mention that there are two needs in the supply chain industry for the 
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adoption of various technologies. These are 1) Regulatory Compliance Needs ɀ Pharmaceutical 

industry has seen the emergence of e-Pedigree laws to 2) Enhancing Revenue Generation.  

This thesis makes an attempt to create various assessment tools and framework for technology 

adoption and strategy. Various agencies have launched standards for serialization and data carrier 

technologies and this thesis attempts to study the standards, recommend architectural frameworks, 

and system implementation models for a few industry verticals. The thesis closely examines the 

regulatory needs of the pharmaceutical industry to meet the e-Pedigree requirements in California 

and other states mandated by FDA. Cost benefit analysis was performed for recommendations of 

technology adoption strategy. An architectural framework and systems model has been provided to 

meet the e-Pedigree requirements of US drug supply chain industry. 

 

Research Advisor and Thesis Supervisor :  

Prof. David Simchi-Levi 

Professor of Engineering Systems Division 

Co-Director, LFM/SDM 
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Chapter 1 Introduction  

1.1 Overview  

Plasma Protein Therapeutics Association (PPTA)1 is a conglomerate of the leading plasma protein 

based drug manufacturers of North America. The group is the primary advocate of global plasma 

collectors and manufacturers of plasma based therapeutics. PPTA members produce medicines 

which are used to cure immune deficiencies, bleeding disorders, alpha-1 antitrypsin deficiency, 

burns and shock. The PPTA members work with various stakeholders of the pharmaceutical supply 

chain including distributors, hospitals, patient groups, regulatory agencies and policymakers. PPTA 

Global members include Baxter Bioscience, Biotest Pharmaceuticals, CSL Behring, Grifols, Kedrion 

Spa, Octapharma and Talecris Biotherapeutics. The group also has North American and European 

groups, which has some additional members not listed above. Due to the recent legislative 

requirements to prevent counterfeiting, the association has been working with FDA and MIT to help 

them with technology strategy, and business.  

1.2 Objectives  
The goal of the e-Pedigree project was to assist PPTA in two broad areas. 

Á First, in dÅÖÅÌÏÐÉÎÇ Á ÒÅÓÐÏÎÓÅ ÔÏ ÔÈÅ &$!ȭÓ ÒÅÑÕÅÓÔ ÆÏÒ ÃÏÍÍÅÎÔÓ ÒÅÇÁÒÄÉÎÇ ÓÔÁÎÄÁÒÄÓ ÆÏÒ 

Standardized Numerical Identifier, Validation, Track and Trace, and Authentication for 

Prescription Drugs, and dÅÖÅÌÏÐÉÎÇ Á ÒÅÓÐÏÎÓÅ ÔÏ ÔÈÅ &$!ȭÓ ÒÅÑÕÅÓÔ ÆÏÒ information 

regarding technologies for Prescription Drug Identification, Validation, Track and Trace, or 

Authentication. 

Á And secondly in designing and specifying a system that will meet the requirements of the 

California legislation requiring e-Pedigree and channel integrity.  

 

The broad objectives of the PPTA project included: 

1) Assist PPTA in shaping the requirements to be established by FDA and the California 

Pharmacy Board. 

2) Facilitate discussions among the stakeholders in three dimensions:  

a. Horizontally among the PPTA members. 

b. Vertically including distributors , pharmacies and hospitals. 

                                                             
1 Plasma Protein Therapeutics Association - http://www.pptaglobal.org/  

http://www.pptaglobal.org/
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c. Globally with an international perspective.  

Develop and orchestrate a strategy incorporating technology and processes for meeting FDA SNI 

requirements and California e-Pedigree and channel integrity requirements as well as meeting the 

needs and requirements of the individual PPTA members. 

Specify a Solution Architecture encompassing technology, IT and database requirements to meet 

FDA and California requirements.  

1.3 Research Approach  

The approach taken for the project was a systems engineering approach to the fundamental 

problem of counterfeiting. Requirements gathering, documentation formed the first stage of the 

research. This included research of journals, articles, federal dockets, legislative mandates 

California Board of Pharmacy, and industry stakeholders. The analysis phase comprised of through 

ÒÅÑÕÉÒÅÍÅÎÔ ÁÎÁÌÙÓÉÓȟ ÒÅÖÉÅ× ÏÆ ÔÅÃÈÎÏÌÏÇÙ ȬÂÕÉÌÄÉÎÇ ÂÌÏÃËÓȭ ÌÉËÅ 2&)$ ÁÎÄ ÂÁÒÃÏÄÅȢ %ØÐÅÒÉÅÎÃÅ ÏÆ 

the author was beneficial for analysis and design of system architectures.  

Figure 1-1 Research approach 

Analysis of System 

Technology Options

Analysis of System 

Architecture

Survey Strategy

Recommendations

Requirement 

Gathering

Business 

Drivers

Legislative 

Drivers

Cost Analysis

Future Work

Experience

Experience
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Also, cost analysis methods were used to determine the right strategy for adoption. Survey was sent 

out to the industry stakeholders, interviews were held with technology solutions providers, and 

face to face meetings were held with organizations responsible for standardization of architectures. 

The next phase was to gather all this information, and formulate set of recommendations to be 

adopted. Also during this process, future work tasks were identified. 
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Chapter 2 System Requirements : A Definition  

2.1 Background  

Counterfeiting of drugs has been a problem that has gained attention in the recent years. In United 

States, various Federal and State based initiatives have been launched to tackle the problem of 

counterfeiting. Additionally, global efforts are underway to create a network of secure supply chain 

pharmaceutical industry. Due to its impact on patient health, safety of patients, and also the damage 

caused to brand names, regulatory agencies together with the pharmaceutical corporations are 

investing time and money, for a comprehensive resolution and timely rectification of the problem. 

2.2 Counterfeiting  

According to Centre for Disease Control (CDC), counterfeited drugs are drugs that are not authentic 

and have been manufactured using incorrect quantities, or incorrect ingredients, to either reduce 

the potency, or nullify the potency of drugs altogether. Addition of harmful ingredients could also 

lead to counterfeiting, and may cause serious health affects amongst the patient population. As 

counterfeiters have started working cross borders, the counterfeited drugs have become difficult to 

identify, and have become a public health risk for people across all communities and borders. 

According to Food and Drug Administration (FDA) (Figure 2-1), the number of drug cases opened 

by the Office of Criminal Investigation (OCI) has arisen sharply in the past 5-7 years.  

 

Figure 2-1 Counterfeit drug cases (FDA) [ Source: US Food and Drug Administration ] 
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The impending problem of counterfeiting, has led to increased stakeholder interests to resolve the 

problem at hand.  

2.3 Anti -counterfeiting  

Anti-counterfeiting refers to the measures taken to prevent counterfeiting of drugs.  According to 

(Food and Drug Administration, 2009) report, comprehensive measures need to be taken to 

prevent counterfeiting of drugs. Some of the measures recommended by the report are: 

1. Implementation of new technologies to protect drug supply chain. 

2. Adoption and enforcement of anti-counterfeiting laws and regulations by various US states. 

3. Increase in criminal penalties to deter counterfeiting 

4. Adoption of secure business practices by all participants in the drug supply chain 

5. Education of consumers, patients and health professionals. 

6. Collaboration with global stakeholders to prevent global counterfeiting of drugs. 

2.4 Requirements Overview  

Requirements gathering, its definition and subsequent analysis are an integral part of system 

engineering projects. This section of the document details the key stakeholders, requirements of e-

Pedigree system, analysis of the stakeholder interviews and commentary, and use-cases of the 

system. 

2.5 Stakeholder Identification  

Stakeholders are individuals, groups or institutions who have a vested interested in the 

outcome/implementation or the approach taken in a project or a system. Stakeholder interests 

should be considered in defining the goals of a project. (Crawley). A typical supply chain structure 

in the pharmaceutical industry is shown in Figure 2-2. The structure and the simplified operation of 

the chain attempts to identify the key stakeholders of the system.  

As shown in Figure 2-2, and according to (Health Strategies Consultancy LLC, 2009), 

pharmaceutical manufactures (M) manage the distribution of drugs from their facilities to 

wholesale distributors and in some cases directly to pharmacies (P), retail pharmacy chains, health 

plans and hospital chains. Manufactures may also make direct shipments to Government agencies 

ÁÎÄ ÐÌÁÎÓȟ ÌÉËÅ 6ÅÔÅÒÁÎ !ÆÆÁÉÒÓ ɉ6!Ɋ ÁÎÄ 6ÁÃÃÉÎÅÓ ÆÏÒ #ÈÉÌÄÒÅÎ ɉ6&#ɊȢ -ÁÎÕÆÁÃÔÕÒÅÒÓȭ ÌÁÒÇÅÓÔ 
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customers are wholesale distributors (W).  Manufactures play an important role in the safety of the 

pharmaceutical supply chain. They provide labeling of products in an effort to identify the drugs 

produced within their manufacturing location.  

As shown in Figure 2-3, Wholesale distributors purchase pharmaceutical products from 

manufacturers and make shipments to a variety of customers like pharmacy chains, through retail 

and mail orders, nursing homes, long-term care and other medical facilities. Medical facilities 

include community clinics, physician offices and diagnostic labs. Some of the wholesalers specialize 

in the sale of special products like biologics2. According to (Health Strategies Consultancy LLC, 

2009), in the past, wholesale distributors confined their distribution operations to those of a 

ȬÔÒÁÄÉÔÉÏÎÁÌ ÄÉÓÔÒÉÂÕÔÏÒȭȟ ÁÎÄ ÆÏÒÍÅÄ ÔÈÅ ÌÉÎË ÂÅÔ×ÅÅÎ ÐÈÁÒÍÁÃÉÅÓ ÁÎÄ ÍÁÎÕÆÁÃÔÕÒÅÓȢ "ÕÔ ÉÎ ÔÈe 

ÒÅÃÅÎÔ ÔÉÍÅÓȟ ×ÈÏÌÅÓÁÌÅ ÄÉÓÔÒÉÂÕÔÏÒÓ ÈÁÖÅ ÅÎÔÅÒÅÄ ÉÎÔÏ ȬÓÐÅÃÉÁÌÉÚÅÄ ÓÅÒÖÉÃÅÓȭȢ 4ÈÅÙ ÁÒÅ ÅÎÇÁÇÅÓ ÉÎ 

drug repackaging, electronic order services, reimbursement support and drug buy-back programs3. 

                                                             
2  Biologics include a wide range of medicinal products such as vaccines, blood and blood 

components, allergenics, somatic cells, gene therapy, tissues, and recombinant therapeutic proteins. 

Biologics can be composed of sugars, proteins, or nucleic acids or complex combinations of these 

substances, or may be living entities such as cells and tissues. [source: Wikipedia] 

3 Drug buy-back programs are run by manufactures and facilitated by distributors. This allows 

pharmacies to stock up near expiration drugs, and return the unused stock back to the 

manufacturers through the distributor. 

http://en.wikipedia.org/wiki/Vaccine
http://en.wikipedia.org/wiki/Blood
http://en.wikipedia.org/wiki/Somatic_cell
http://en.wikipedia.org/wiki/Gene_therapy
http://en.wikipedia.org/wiki/Tissue_(biology)
http://en.wikipedia.org/wiki/Recombinant_proteins
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Figure 2-2 Simple Supply Chain Structure  
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Figure 2-3 Complex Supply Chain Structure  

The above two structures highlight some of the key stakeholders involved in the pharmaceutical 

supply chain system, namely, manufacturer, wholesale distributors, hospitals, pharmacy, health 

centers, community clinics, and government agencies.  

Pharmacies, health centers and government agencies form the last tier of the supply chain. 

Pharmacies are responsible for stocking up the prescription drugs, and their dispending to the 

customers. Pharmacies maintain adequate levels of stock of drugs to meet a pre-determined 

customer service level. As outlined above, there are various kinds of pharmacies in the supply 

chain. They are independent pharmacies, chain-drug stores, pharmacies in super-markets, mail-

order pharmacies. Some purchase drugs from wholesale distributors while some purchase it 
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directly from the manufacturers. There are specialty pharmacies which specialize in dispensing of 

drugs like biologics.  

Table 2-1 Stakeholder(s) and Stakeholder Groups  

Stakeholders Stakeholder 
Group 

Anti-
counterfeiting 
interest 

Cost 
Increase 
interest 

Example 

Large 
Manufacturers 

Manufacturer High High Pfizer 

Manufacturers of 
Biologics 

      PPTA members 

          

Distributors Distributor High Low (short-
term) 

  

Large Distributors     Decrease 
(long-term) 

McKesson, Baxter 

          

Retail Pharmacy Dispenser High Low Walgreen 

Hospital Pharmacy         

          

Large Solution 
Providers 

Technology 
Solution Providers 

High   Oracle, IBM 

Small Solution 
Providers 

      SupplyScape 

          

State Regulatory 
Agencies 

  High Medium 
(short-term) 

California Board 
of Pharmacy 

Food and Drug 
Administration 

    Low (long-
term) 

Florida Board of 
Pharmacy 

          

Patient Groups Patient Groups High None   

          

Insurance 
Companies 

Insurance 
Companies 

Low None   

          

Shipping companies Logistics Provider Low Low Fedex 

        Ups 
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2.6 E-Pedigree Requirements  and Drivers  

As of today, there are both Federal and State laws that shape the e-pedigree requirements 

landscape. California Board of Pharmacy (Ca BOP) came up with strict e-pedigree requirements, 

and mandated unique serialization on every saleable unit of drug in the State of California. Drug 

sale units sold today have an expiration date and a lot number. The implementation of the laws 

would require addition of a serial number on these units.   

To better understand the requirements of the e-pedigree systems, a comprehensive requirements 

analysis of the regulatory and the business requirements was performed. The following sections 

detail the high level requirements, understanding of which were essential for strategic technology 

and business recommendations. 

2.6.1 California Regulatory Requirements  

#ÁÌÉÆÏÒÎÉÁȭÓ "ÏÁÒÄ ÏÆ 0ÈÁÒÍÁÃÙ ÈÁÓ ÏÕÔÌÉÎÅÄ the high level requirements for the pharmaceutical 

ÄÒÕÇ ÐÅÄÉÇÒÅÅȭÓ ÃÏÍÐÏÓÉÔÉÏÎ ÁÎÄ ÔÈÅ ÆÕÎÃÔÉÏÎÁÌ ÒÅÑÕÉÒÅÍÅÎÔÓ ÁÓÓÏÃÉÁÔÅÄ ÔÏ ÉÔÓ ÃÒÅÁÔÉÏÎ ÁÎÄ ÕÐÄÁÔÅȢ 

The following sections detail these high level requirements.  

2.6.1.1 Definition of Pedigree  

According to (Pharmacy, California Business and Professions Code - ÓÅÃÔÉÏÎ τπστɊȟ Ȱ0ÅÄÉÇÒÅÅȱ 

means a record in electronic form containing information regarding each transaction resulting in a 

change of ownership of a given dangerous drug, from sale by a manufacturer, through acquisition 

and sale by one or more wholesalers, manufacturers, or pharmacies, until final sale to a pharmacy 

or other person furnishing, administering or dispensing the dangerous drugs. The pedigree shall be 

created and maintained in an interoperable electronic system, ensuring compatibility throughout 

all stages of distribution. 

2.6.1.2 Structure of e-Pedigree 

According to (Pharmacy, California Business and Professions Code - section 4034), a pedigree shall 

include ALL of the following information.  

The source of the dangerous drug, including the name, the federal manufacturer's registration 

number or a state license number as determined by the board, and principal address of the source.  

The trade or generic name of the drug, the quantity of the dangerous drug, its dosage form and 

strength, the date of the transaction, the sales invoice number, the container size, the number of 

containers, the expiration dates, and the lot numbers.  
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The business name, address, and the federal manufacturer's registration number or a state license 

number as determined by the board, of each owner of the dangerous drug, and the dangerous drug 

shipping information, including the name and address of each person certifying delivery or receipt 

of the dangerous drug.  

 
1. A certification under penalty of perjury from a responsible party of the source of the dangerous 

drug that the information contained in the pedigree is true and accurate.  

2.6.1.3 Change of Ownership 

As per (Pharmacy, California Business and Professions Code - section 4034) and the change of 

ownership requirements for documenting e-Pedigree, a single pedigree shall include every change of 

ownership of a given dangerous drug from its initial manufacture through to its final transaction to a 

pharmacy or other person for furnishing, administering, or dispensing the drug, regardless of 

repackaging or assignment of another National Drug Code (NDC) Directory number. 

2.6.1.4 Tracking Level and Granularity  

0ÅÒ #ÁÌÉÆÏÒÎÉÁȟ "ÏÁÒÄ ÏÆ 0ÈÁÒÍÁÃÙȭÓ ÄÉÒÅÃÔÉÖÅȟ Á ÐÅÄÉÇÒÅÅ ÓÈÁÌÌ ÔÒÁÃË ÅÁÃÈ ÄÁÎÇÅÒÏÕÓ drug at the 

smallest package or immediate container distributed by the manufacturer, received and distributed 

by the wholesaler, and received by the pharmacy or another person furnishing, administering, or 

dispensing the dangerous drug. 

2.6.1.5  Returns and Re-packaging  

As per California Board of Pharmacy, any return of a dangerous drug to a wholesaler or 

manufacturer shall be documented on the same pedigree as the transaction that resulted in the 

receipt of the drug by the party returning it. 

2.6.1.6 Audit and Inspection  

As per (Pharmacy, California Business and Professions Code - section 4084), inspectors can inspect 

any drug or device which is believed to be adulterated, misbranded, or counterfeit. The California law 

does not however, detail any specific requirement for the e-Pedigree system to furnish the e-

Pedigree transaction history for inspection needs. The above, rather brief list, contains the key 

provisions and requirements of the California law. 
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2.6.2 Federal Requirements  

In the month of April 20084, Congressman Buyer and Congressman Matheson introduced the bill 

(Ȣ2Ȣ υψσωȟ ÃÏÍÍÏÎÌÙ ËÎÏ×Î ÁÓ Ȭ3ÁÆÅÇÕÁÒÄÉÎÇ !ÍÅÒÉÃÁ's Pharmaceuticals Act of 2008'. According to 

this bill 5, U.S Food and Drug Administration should implement a common and systematic 

framework for uniform implem entation of e-Pedigree systems across the nation. This move was 

primarily to ensure that there are no system related loopholes, or interfacing issues that would 

prevent a complete stoppage of issues of adulteration, diversion and other forms of counterfeiting 

of drugs. The bill also laid out track and trace requirements for the entire pharmaceutical supply 

chain industry. The following sections detail the high level requirements listed in the bill. 

2.6.2.1 Tracking Level and Granularity  

As per H.R. 5839, sec 5 (A) i, nÏ ÌÁÔÅÒ ÔÈÁÎ ρψ ÍÏÎÔÈÓ ÁÆÔÅÒ ÔÈÅ ÅÎÁÃÔÍÅÎÔ ÏÆ ÔÈÅ Ȭ3ÁÆÅÇÕÁÒÄÉÎÇ 

!ÍÅÒÉÃÁȭÓ 0ÈÁÒÍÁÃÅÕÔÉÃÁÌÓ !ÃÔ ÏÆ ςππψȭȟ 3ÅÃÒÅÔÁÒÙ ÓÈÁÌÌ ÓÕÂÍÉÔ Á ÒÅÐÏÒÔ ÅÖÁÌÕÁÔÉÎÇ ÔÈÅ ÆÅÁÓÉÂÉÌÉÔÙ 

and operational efficiency of adopting security technologies like RFID/Barcode nanotechnology or 

other promising track and trace technology throughout the prescription drug supply chain. 

Contrary to California Board of Pharmacy laws and regulations surrounding e-Pedigree system, this 

section of the bill, lays out a full track and trace requirement for the supply chain. The report shall 

also assess the cost-effectiveness and benefits of such applying such technologies to item, case and 

pallet level.   

2.6.2.2 Unique Serialized Identifier  

As per H.R. 5839, sec 5 (A) (iii), no later than March 27, 2010, Secretary shall announce the 

development of standardized numerical identifier. 

2.6.2.3 Risk based System 

As per H.R. 5839, sec 5 (B) (i ), no later than March 27, 2010, Secretary shall develop 1) the criteria for 

determining whether a drug is at high risk for counterfeiting or diversion 2) A list of prescription 

drugs that are at high risk of diversion of counterfeiting. No more than 18 months after the 

publication in the Federal Register, manufactures producing the high risk drugs shall apply a 

                                                             
4 http://www.govtrack.us/congress/billtext.xpd?bill=h110 -5839 
To amend the Federal Food, Drug, and Cosmetic Act to improve the safety of drugs, Mr. BUYER (for himself, Mr. 
MATHESON, Mr. ROGERS of Michigan, and Mr. GENE GREEN of Texas) introduced the following bill; which was 
referred to the Committee on Energy and Commerce. The biÌÌ ÉÓ ÁÌÓÏ ËÎÏ×Î ÏÒ ÃÉÔÅÄ ÁÓ Ȭ3ÁÆÅÇÕÁÒÄÉÎÇ !ÍÅÒÉÃÁ΄Ó 
Pharmaceuticals Act of 2008' 
 
5 http://www.govtrack.us/data/us/bills.text/110/h/h5839ih.pdf  

http://www.govtrack.us/congress/billtext.xpd?bill=h110-5839
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standardized unique numerical identifier. Other drugs shall follow the serialization timetable 

according to the guidelines published by the Secretary. Passage of this bill would imply a risk based 

approach to handling the needs of anti-counterfeiting.  

2.6.2.4 Track and Trace System 

As per H.R. 5839, sec 6, the Federal Food Drug, and Cosmetic Act (21 U.S.C. 353),shall be amended. As 

a result of this amendment, there will be drug identification and tracking system through which 

manufacturers, distributors, wholesalers and dispensers will be able to authenticate the distribution 

history of any prescription drug which has a unique identification number. 

2.6.2.4.1 Standards  

As per H.R. 5839, sec 6, FDA shall be responsible for establishing standards for interoperable 

databases through which manufacturers, distributors and dispensers would be able to authenticate 

the distribution history.  

2.6.2.4.2 Patient Privacy 

The e-Pedigree implementation will be compliant to Health Insurance Portability and 

Accountability Act of 1996 (HIPAA). 

2.6.2.4.3 Uniform National Standards 

After enactment of the bill, no State may establish its own rule regarding distribution history, 

unique serial numbers, or drug identification and tracking systems. This section of the bill lends to 

the uniformity of the standards, and will create a nationwide standardized implementation of the e-

Pedigree system. 

2.6.3 International Requirements  

World Health Organization (WHO) has recognized that counterfeiting of drugs is an international 

health problem, and a special task force, IMPACT has been created to deal with the problem. At an 

international level, IMPACT recognizes that there is lack of co-ordination amongst stakeholders, 

and any kind of a systemic technological intervention should allow global exchange of information 

to detect and prevent counterfeiting. Due to the global nature of the problem, there are various 

international needs and requirements to have a global information sharing system. This kind of a 

capability should be accommodated in a comprehensive e-Pedigree, drug identification and Track 

and Trace solution. 
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2.6.4 Business Drivers  

In many industries, and including pharmaceutical industry, firms that are part of the supply chain 

system hold inventories (Simchi-Levi, Kaminsky, & Simchi-Levi, 2008). Managers spend time to 

effectively manage the supply chain by reducing their inventory levels. Some of the benefits related 

to e-Pedigree solutions have been listed below. 

One of the biggest business drivers for the e-Pedigree system is the motivation of supply chain 

stakeholders, primarily distributors, to implement the data sharing and management systems. This 

is beyond the regulatory and compliance needs as laid out by the FDA or the California/Florida 

BOP. Effective data sharing and management across the supply chain, would help in effective 

inventory management. This also leads to improved service levels, and reduction in carrying costs 

(Center for Healthcare Supply Chain Research, 2009). Prevention of counterfeiting also helps in 

brand enhancement of manufacturers. 
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Chapter 3 System Requirement s Analysis :  )ÎÄÕÓÔÒÙȭÓ 

Emerging Response 

3.1 Overview  

4ÈÅÒÅ ÈÁÖÅ ÂÅÅÎ ÎÕÍÅÒÏÕÓ ÐÕÂÌÉÓÈÅÄ ÒÅÓÐÏÎÓÅÓ ÔÏ #ÁÌÉÆÏÒÎÉÁȭÓ "ÏÁÒÄ ÏÆ 0ÈÁÒÍÁÃÙȭÓ e-Pedigree 

directives. These responses and reports have been contributed by pharmaceutical drug 

distributors, drug manufacturing companies, associations and groups of pharmaceutical industry 

firms and lastly, the technology and solution providers in the e-Pedigree space. To better 

understand the implications of the high level requirements published by the California Board of 

Pharmacy, and to delve into various business and technology strategies pertinent to the United 

States firms affected by the California legislature, we have analyzed the approaches as suggested by 

the responses of key players to the FDA request for information. It is imperative to mention that 

ÔÈÅÒÅ ÉÓ ÎÏ ÂÒÏÁÄ ÃÏÎÓÅÎÓÕÓ ÁÍÏÎÇÓÔ ÔÈÅ ÖÁÒÉÏÕÓ ÓÔÁËÅÈÏÌÄÅÒÓ ÆÏÒ Á ȰÕÎÉÆÉÅÄȱ ÁÎÄ ȰÓÔÁÎÄÁÒÄÉÚÅÄȱ 

approach to the systemic problem of anti-counterfeiting and the emerging responses to e-Pedigree 

implementation. In the next steps of this effort, MIT will further explore these various standardized 

and non-standardized approaches being suggested, and undertake the design of a system that best 

meets the requirements of the California law for member companies of the PPTA. The following 

section of the document attempts to highlight the key solutions/strategies which are relevant for 

consideration of ANY e-Pedigree solution for the industry. 

3.2 Industry Analysis  

In order to come up with a standardized approach to e-Pedigree system, Federal Drug 

Administration (FDA) released dockets to invite comments from the industry. This was to ensure 

that the various stakeholders are in agreement of the technologies and standards associated with 

the system, in a direct or indirect way. Comments were received from manufacturers, distributors, 

large and small, pharmacies, and technology solution vendors. Comments received from McKesson, 

California Board of Pharmacy, Cardinal Health and technology vendors like Oracle and 

SupplyScapeΆ were reviewed. After analysis of the comments, it was clear that 

There was no consensus amongst the stakeholders on a unified common approach to implement e-

Pedigree system. 

There were no ratified standards in place for implementation of the system. 

There were multiple architectural options available. 
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Table 3-2 lists the comparative information of the industry stakeholders. The analysis was 

performed based on the commentary posted by the industry. 

Most players in the industry clearly support the GS1 standards for the Standard Numerical 

Identifier.  In particular , the California Board of Pharmacy strongly encourages the FDA to adopt the 

GS1/EPCglobal identifier ɀ Global Trade Item Number (GTIN). The adoption of SGTIN-96, which is 

the version applicable to serialization of drug products using RFID, is particularly encouraged by 

the California Board.  This standard allows the incorporation of the NDC into the SNI and that 

approach is also supported by most players within the industry.  Most respondents to the FDA did 

not support including lot and expiration data in the identifier but preferred having that information 

separate.  In terms of the data carrier technology, the California Board, distributors and HDMA 

strongly support RFID.  Amgen and the Biotech Industry Association raised substantial concerns 

regarding the impacts of radio energy waves on biologics.  Both strongly urged the FDA to sponsor 

research into this area.  This could in fact be a key sticking point in implementation.  It is clear that 

no one favors an RFID based system for most prescription medicines and a 2D data matrix for 

biologics.  This would require tremendous duplication of effort in terms of RFID readers and 2D 

scanners as well as the interoperable data systems. Pharmaceutical manufacturers, distributors and 

technology solution providers have also come up with recommended RFID tag standards.  

Table 3-1 Industry recommended RFID and Bar code standards  

 RFID format  Alternative format  

Item Level  RFID ɀ UHF Gen 2; SGTIN-96 
format 

 GS1 Data Matrix, ECC200 
 A1(01) + A(21) data encoded 
 Human readable A1(01) + A1(21) 

Case Level 
(Homogenous)  

RFID ɀ UHF Gen 2; 
SGTIN-96 format 

 Linear bar code with GS1 Code 128 encoding 
concatenated AI (01) GTIN + 

 AI (21) serial number ɀ for cases large 
enough to have linear bar codes.  

The GTIN should have the NDC encoded. 

Case Level 
(Mixed)  

UHF Gen 2 with a SSCC-96 

encoded EPC value. 

Bar Code with Linear GS1 Code 128 encoding 

AI(00) SSCC-18. 

Pallet Level  RFID UHF Gen 2 with a SSCC-

96 encoded EPC value. 

 

Linear GS1 Code 128 encoding AI(00) SSCC-18. 
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Table 3-2 Emerging Industry Response Comparison 

  Characteristic  
(Recognizable 
vs Random) 

Product 
Type 
Header 

Uniqueness Level 
of SNI 

Readabilit
y 

Lot Number/ 
Batch 
Number  

 California 
Board of 
Pharmacy 

      

D
is

tr
ib

u
to

rs
 McKesson NDC + 

ÍÁÎÕÆÁÃÔÕÒÅÒȭÓ 
serial number 

No Internal 
serial 
number 
management 
system 

Item, 
Case 
and 
Pallet 

Machine, 
Human 
(optional)  

Not included 

Cardinal 
Health 

ÍÁÎÕÆÁÃÔÕÒÅÒȭÓ 
serial number + 
unique serial 
number  

No Internal 
serial 
number 
management 
system 

Item, 
Case 
and 
Pallet 

Machine, 
Human 
(optional)  

Not included 

        

P
h

a
rm

a
 M

a
n

u
fa

ct
u
re

r
 HDMA NDC + 

ÍÁÎÕÆÁÃÔÕÒÅÒȭÓ 
serial number 

No Internal 
manufacturer 
serial 
number 
management 
system 

Item, 
Case 
and 
Pallet 

Machine 
and Bar 
Code 

Not included 

Pfizer 
 

NDC + 
ÍÁÎÕÆÁÃÔÕÒÅÒȭÓ 
serial number 

No Internal 
manufacturer 
serial 
number 
management 
system 

Item, 
Case 
and 
Pallet 

Machine 
and Bar 
Code 

Not included 

S
ta

n
d
a

rd
s

 a
n

d
 

T
e

ch
n

o
lo

g
y 

P
ro

vi
d
e

rs
 GS1 Structured data 

format. (No 
mention of 
NDC) 

No Serial 
number 
managed by 
manufacturer 

 Machine 
and Human 

Not Included 

SupplySc
ape 

Unique number 
(No mention of 
NDC) 

No  Item, 
Case 
and 
Pallet 

Machine 
and Bar 
Code 

Not Included 

Oracle ÍÁÎÕÆÁÃÔÕÒÅÒȭÓ 
serial number + 
unique serial 
number 

No Serial 
number 
managed by 
manufacturer 

Item, 
Case 
and 
Pallet 

Machine 
and Human 

Not Included 
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Chapter 4 Technologyȡ Ȭ"ÕÉÌÄÉÎÇ "ÌÏÃËȭ Solutions  and 

Standards 

One of the key goals of the project, and the pharmaceutical industry is to outline the technology and 

the architecture to meet the requirements of anti-counterfeiting and e-Pedigree. To be able to 

architect a solution that would meet the goals set forth earlier, it is important that we delve into the 

fundamentals or the building blocks of the technology. Additionally to be able to understand how 

these building blocks will fit to form the architecture, we will also review the standards that have 

been implemented till date, or are being formulated for an effective integration of the technologies 

involved.  

4.1 Serialization  

"ÏÔÈ &ÅÄÅÒÁÌ ÁÎÄ #ÁÌÉÆÏÒÎÉÁ "ÏÁÒÄ ÏÆ 0ÈÁÒÍÁÃÙȭÓ ÒÅÑÕÉÒÅÍÅÎÔÓ ÆÏÒ Å-Pedigree require 

pharmaceutical drugs to have a unique serial number. The process of affixing a unique 

identification number to every item is called serialization . The serialized number itself could be 

stored in a Radio Frequency Identification (RFID) tag, a bar code, or on the package itself. There are 

various options available for serialization. This section details the Serialization techniques, the 

issues revolving around the serialization of drugs, and also the strategies and recommendations for 

this process. 

4.1.1 Serialization Standard  

Serialization of unique numbers is based on an encoding standard. The standard defines the way in 

which the information is stored or encapsulated in the unique numerical identifier (UNI) or 

Serialized Numerical Identifier (SNI). The leading organizing which has contributed towards 

standardization of the numerical identifiers has been GS1 (www.gs1.org). GS1 has created a series 

of standards in an effort to improve the supply chain system. Standards for identification of an item 

are Global Trade Item Number (GTIN), Serial Shipping Container Code (SSCC), Global Returnable 

Asset Identifier (GRAI) and Global Location Number (GLN). Standards for classification are Global 

Product Classification (GPC). Standards for Information are Global Data Dictionary (GDD) and 

Application Identifiers (AI). 

 

 

http://www.gs1.org/
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Table 4-1 GS1 standards 

Business Need Standard  

Identification  Global Trade Item Number (GTIN) 

 Serial Shipping Container Code (SSCC) 

 Global Returnable Asset Identifier (GRAI) 

 Global Location Number (GLN) 

Information  Global Data Dictionary (GDD) 

 Application Identifiers (AI). 

Classification Global Product Classification (GPC) 

Of all the standards listed, GTIN is of the most importance to us. GTIN numbers can be used for 

uniquely identifying a product/item in the supply chain. Any item that has a price tag associated 

with it, and is sellable within the chain can be a candidate for GTIN based serialization. GTIN format 

×ÉÌÌ ÃÁÒÒÙ ÔÈÅ ȬÍÁÓÔÅÒ ÄÁÔÁȭȟ ÁÎÄ Âased on the GTIN number itself, information about the product 

can be retrieved from a database, a bar code, an Electronic Product Code (EPC) tag or sent through 

an electronic message (GS1-GTIN). Additionally GTIN numbers can be used globally to identify an 

item. This lays the foundation for any kind of global item data sharing and exchange. GTIN has been 

widely accepted in the Fast Moving Consumer Goods (FMCG) sector. 

4.1.1.1 GTIN 

GTIN number comprises of a) Company Prefix b) Item Reference Number and c) Check digit. Check-

digit is used for security and integri ty validation of the GTIN number. There are 4 versions of GTIN 

number ɀ GTIN-8, GTIN-12, GTIN-13 and GTIN-14. GTIN-8, GTIN-12 and GTIN-13 are used for 

storing item numbers, whereas GTIN-14 can be used for cases/pallets that contain items which are 

sellable. Items within cases and pallets cannot use GTIN-ρτ ÆÏÒÍÁÔ ÏÆ ÅÎÃÏÄÉÎÇ ÔÈÅ ȬÍÁÓÔÅÒ ÄÁÔÁȭȢ 

GTINs are widely being used in businesses. The number can be used to retrieve or store, price 

information, shipment information, record of sale or product information itself. GTIN can be used in 

retail stores or warehouses, in GS1 bar code or GS1 EPC tag. 

4.2 Digital Mass Serialization  

Mass serialization is the process of generating unique numeric or alphanumeric number and 

assigning the number to each saleable unit (item, case or pallet). The numbers can be generated in a 

sequential, random or pseudo-random manner (Confederation of Indian Industries (CII)). Figure 
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4-1 shows the process of digital mass serialization. Mass serialization codes can be generated by 

third party solution vendors and transferred to manufacturer. The codes can be grouped in batches, 

and the generated batch stored in a database, which is maintained by the manufacturer or the 

technology solution provider. The code can be pre-printed on labels which can be affixed to the 

product, or the code could be printed directly on the packaging material. These numbers can also be 

carried by RFID or bar code symbols. The codes are verified by end-consumers or at the point of 

sale. Codes can be read visually if they are printed directly, and can be read using bar code scanner 

if the bar code data carrier option is used. 2D bar-codes can also be read by mobile phones that 

have in-built bar code reader6.  The code can be transferred through text-message, web based 

portal or through automated telephonic means. The process of authentication involves verification 

of the number in the database. If the number is present in the repository, then it means that the 

product is authentic else it is a counterfeited product. Mass serialization, and the resulting 

verification of the product empowers consumer to verify the product (Confederation of Indian 

Industries (CII)). In addition to the supply chain stakeholder based security personnel, guarding 

and validating the authenticity of the drug, a huge customer base is added to the validation group, 

and thereby increases the vigilance initiatives. The mass serialization system should have business 

rules to accommodate the following: 

Flag duplicate validation of the product from multiple consumers. 

Flag failed authentication of product. 

4.3 Digital Mass Encryption  

Digital Mass Encryption (DME) is very similar to Digital Mass Serialization. However in DME, a 

database is not required for persistence of unique serial numbers. The unique serial numbers 

generated are encrypted using cryptographic algorithms. The algorithm is also required for 

decryption of the encrypted number. This technology was coined by Kezzler AS, a Norwegian 

company, and has been used by the firm to protect the supply chain from counterfeiting issues.   

 

                                                             
6Nokia Mobile barcode reader-  http://mobilecodes.nokia.com/scan.htm 

http://mobilecodes.nokia.com/scan.htm
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Figure 4-1 Digital Mass Serialization  

Pharmaceutical 

manufacturer

Technology 

Solution 

Provider

Unique Number

Unique Number

3. Transfer of Batch Numbers

2. Persistence to Database

Database

WholesalerWholesaler DistributorDistributor PharmacyPharmacy

Customers

4. Production Process

1. Generation of Unique Numbers

5. Verification

5. Verification

 

To ensure that the code is not authenticated more than once, business rules should be built into the 

DME system. However to ensure that regulators or enforcement agencies can authenticate the 

product, more than once, and also to ensure that their authentication is not counted as a valid 

authentication, business rules should be built into the system. Multiple failures of authentications 

should lead to flagging, and thus would provide manufacturers with key information about the 

counterfeited product. Figure 4-2 shows the high level process to implement a DME system.  

Both DMS and DME technologies are cost-effective solutions for the counterfeiting issue. The 

technologies on a standalone basis do not meet the requirements of track and trace, but provide a 

potent means to prevent counterfeiting cases. Both the technologies can use data carrier options of 

bar code or RFID, or just the printing of the code on the package itself.   
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Figure 4-2 Digital Mass Encryption  
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4.4 Data Carrier Options  

For any kind of serialization of a unique identifier, we need a data carrier to hold the identifier. 

Options that have been widely considered for carrying SNI are a) Barcode and b) RFID. In the next 

ÆÅ× ÓÅÃÔÉÏÎÓȟ ÌÅÔȭÓ ÌÏÏË ÁÔ ÔÈÅ ÓÔÁÎÄÁÒÄÓ ÁÎÄ ÔÙÐÅÓ ÏÆ ÂÁÒÃÏÄÅÓ ÁÖÁÉÌÁÂÌÅȢ !ÌÓÏ ×Å ×ÉÌÌ ÃÌÏÓÅÌÙ 

examine the types of RFID. It would also be important  to highlight the differences of the 

technologies under question. 



Systems Engineering Perspective of e-Pedigree Systems Master Thesis    
 

37 |    ©Ankur Sinha, Systems Design and Management (SDM),  M I T   M a y  2 0 0 9  

  
 

4.4.1.1 Barcode 

GS1 has many types of bar codes, and their applicability depends on the business need. For 

example, if the barcode is to be scanned at Point of Sale(POS) only, then EAN/UPC symbol should be 

used. If bar code is to be printed with variable information like serial numbers, lot numbers and/or 

expiration dates, then GS1-128, GS1 DataBar(RSS), or GS1 DataMatrix should be used (GS1-

Barcode).  

Table 4-2 GS1 Barcode Symbols 

Business Need Standard  Sample [source: GS1] Features 

Point of Sale 
(POS) needs 
and high 
volume  
scanning 
requirements.  

EAN/UPC 

 
 

1. Omnidirectional (for POS) 
2. 12/13/8 numeric  
3. GTIN-12/13/8 applications  

Mostly for 
Retail POS 
needs 

GS1 DataBar 
(RSS) 

 

 

1. Smaller than EAN/UPC and can 
additional information like lot 
number, expiration date and 
serial number. 

2. Omnidirectional (for POS) and 
non-omnidirectional variants. 

3. GTIN - 8,12,13,14 
1. Good for hard to mark 

products 

Cannot be 
used beyond 
POS needs. 

GS1-128 
(previously 
known as 
EAN/UCC-
128) 

 

 
 

1. Can carry all GS1 identification 
keys. 

2. Not omnidirectional 
3. 48 aplhanumeric capacity 
4. Carries Application identifiers 

Cannot be 
used beyond 
POS needs. 

ITF-14  

 

1. Can only carry GTIN keys. 
2. Can be printed directly on 

corrugated cartons. 
3. Interleaved 2 of 5. 
5. Not omnidirectional 
4. GTIN - 12,13,14 
5. 14 numeric 

Specified for 
healthcare 
items.  

GS1-
DataMatrix 

 

1. Based on scanning using 
cameras. 

2. 3116 Numeric capacity 
3. 2335 Alphanumeric capacity 
4. Camera based scanning 
5. Carries Application identifiers 
6. Unique GS1 identifier 

 Composite  1. 2D-linear symbol 
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Component 

 
 

2. Used with linear bar code like 
RSS or GS1-128. 

 

Barcodes have been in used in Consumer goods industry as well as the healthcare industry for quite 

some time now. As shown in Table 4-3, pharmaceutical manufacturers have been tagging the cases 

and pallets with linear and in some cases even 2 Dimensional (2D) barcodes. 

Table 4-3 -ÁÎÕÆÁÃÔÕÒÅÒÓȭ "ÁÒÃÏÄÅ 0ÒÏÆÉÌÅ 

Branded/Generic Manufacturer Barcoding Profile in Year 2007  

  Provide bar coding on finished products (%) 87%  

  Barcode Symbologies Used: Barcode Symbols Provided:  

Linear (at the case level) 100% 

    EAN/UCC-128 89 

    Interleaved 2 of 5 26 

    Reduced Space Symbology (RSS)/Databar 33 

Two-dimensional symbology (at the item level) 4 

    Data Matrix 4 

    Other 0 

Source: Center for Healthcare Supply Chain Research 

  

4.4.1.2 RFID 

Serialized numbers can be stored electronically in an RFID. Even though RFID technology has 

existed for more than a decade, in the past 5-7 years, RFID has gained importance, and has been 

highlighted as a technology to revolutionize the supply chain industry (Laran RFID, 2004). In 2005-

6, Walmart required top suppliers to tag the shipping creates and pallets with RFID ( David H. 

Williams, 2004). The tags stored Electronic Product Code (EPC), and were going to be used for 

ÔÒÁÃËÉÎÇ ÏÆ ÃÁÓÅÓ ÁÎÄ ÐÁÌÌÅÔÓ ÉÎ 7ÁÌÍÁÒÔȭÓ ÄÉÓÔÒÉÂÕÔÉÏÎ ÃÅÎÔÅÒ ÁÎÄ ÁÓ ÔÈÅ ÐÒÏÄÕÃÔÓ ×ÅÒÅ ÓÈÉÐÐÅÄ ÔÏ 

stores.  

RFID uses radio frequency transmission to identify tags. The radio based communication happens 

between a reader, also called an interrogator, and a transponder, which is a silicon chip connected 

to an antenna. The chip with the antenna is called a tag. Tags are callÅÄ ȬÁÃÔÉÖÅȭ ÔÁÇÓ ÉÆ ÔÈÅÙ ÁÒÅ 

ÐÏ×ÅÒÅÄ ÂÙ Á ÂÁÔÔÅÒÙ ÏÒ Á ȬÐÁÓÓÉÖÅȭ ÔÁÇ ÉÆ ÔÈÅÙ ÁÒÅ ÐÏ×ÅÒÅÄ ÂÙ ÒÅÁÄÅÒ ÆÉÅÌÄȢ The communication 
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frequency used depends on the application and ranges from 125 KHz to 2.45 GHz (Laran RFID, 

2004).  Table 4-4 lists the RFID tags operating under different frequencies. UHF tags and HF tags 

are well suited for the pharmaceutical supply chain product identification requirements. 

Table 4-4 RFID frequencies  

 Low Frequency 

(LF) 

High Frequency 

(HF) 

Ultra High 

Frequency (UHF)  

Microwave  

Read Range < 0.5m ~1m ~4-5m ~1m 

Power 

Source 

Passive Passive Active and Passive Active and Passive 

Usage Access Control Smart Cards, 

Payment, Item 

Level Tagging 

Supply chain case 

and pallet tagging, 

toll collection 

Toll Collection, Real 

time location of 

goods 

4.4.2 Data Carrier Comparison  

The two data carrier options are constantly compared for their advantages and disadvantages in 

supply chain item identification implementations. Table 4-5 lists some of the key differences that 

should be considered by policy and decision makers before adoption of one technology over the 

other. 

Table 4-5 Bar Code and RFID Comparison 

 Bar Code RFID 

Readability  Line of Sight Technology Tag information can be scanned from various 
angles 

 Bar codes are not re-writable  RFID tags are re-writable  
 Cannot be read in bulk Can be read in bulk 
 Can limit the speed of 

operations 
Have higher operational efficiency 

 Labor intensive Not labor intensive 
Cost Cost of bar code ~1-2c   Cost of RFID tag is ~7c-15c and up. 

 

4.4.3 RFID Systems 

A typical RFID tag based system is show in Figure 4-3. The internal memory in tags, also called 

EEPROM, is used to store the identification number, or some amount of manufacturing data for the 

item. When the items tagged with RFID tags are passed through readers, be it shelf or handheld 

reader, the tags transmit the data back to the reader. The reader collects the information and sends 
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it to the controller or the event manager. Note that scanning of the item data is considered as one 

type of ÁÎ ȬÅÖÅÎÔȭȢ Multiple readers can be connected to the controller, and can send it continuous 

read information of the tags. The reader, tag data and the tag itself are classified as the Physical 

Layer (show in green). Thus the, physical layer is primarily responsible for the reading and writing 

of tag information from and to the tag itself. Controller and Event manager are classified as the 

Ȭ-ÉÄÄÌÅ ,ÁÙÅÒȭ ÏÆ ÔÈÅ ÓÙÓÔÅÍȢ -ÉÄÄÌÅ ÌÁÙÅÒ ɉÓÈÏ× ÉÎ ÂÌÕÅɊȟ ÁÌÓÏ ÈÁÓ ÔÈÅ ÒÅÐÏÓÉÔÏÒÙ ÏÒ ÔÈÅ ÉÎÆÏÒÍÁÔÉÏÎ 

server, which stores the tÁÇ ÄÁÔÁȢ !ÆÔÅÒ ÔÈÅ ÔÁÇ ÄÁÔÁ ÉÓ ÒÅÃÅÉÖÅÄ ÔÈÅ ȬÆÉÌÔÅÒȭ ÃÏÍÐÏÎÅÎÔ ÏÆ -ÉÄÄÌÅ 

,ÁÙÅÒ ÆÉÌÔÅÒÓ ÏÕÔ ÄÕÐÌÉÃÁÔÅ ÒÅÁÄÓȟ ÁÎÄ ÓÅÎÄÓ ÔÈÅ ÕÎÉÑÕÅ ÔÁÇ ÉÎÆÏÒÍÁÔÉÏÎ ÔÏ ÔÈÅ ȬÌÏÇÇÅÒȭȢ 4ÈÅ ȬÌÏÇÇÅÒȭ ÉÓ 

responsible for persistence of the tag information in the database. Also shown in the RFID based 

system is the business layer (grey color), which is nothing but the business software applications 

like Warehouse Management System (WMS), Supply Chain Management system (SCM) and 

Inventory Management System (IMS). Business Layer and the Middle Layer interface and interact 

through the Enterprise Application Integration (EAI) layer. EAI layer forms the connector 

architecture of the overall system under consideration, and allows third parties, stakeholders and 

trading partners to exchange information for their business needs.  
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Figure 4-3 Typical RFID Supply Chain System 

 

  


